You can enhance security by activating Azure AD authentication. After the activation, logging on to the CSI
software happens via users’ Azure AD accounts.

After Azure AD authentication is activated, you can no longer log in with a username/password combination
or a domain account - only with an Azure AD account. Therefore, it is vital that all CSI users have a working
Azure AD account.

1. Using your organization’s Azure AD account, log in to https://auth.csihelsinki.fi/
2. Add a new database by selecting New Connection and fill in the information > Create

Signed in Jari_ Loiri@csihelsinki.fi

®  Connections  New Connection  Sign out

Friendly name CSILakiMiesNet_JLo @ lap_jlo

Server name or IP address LAP-JLO\SQLEXPRESS

Database name CSILakiMiesNet_JLO

Authentication _ i
Windows Authentication v

Signed in Jari.Loiri@csihelsinki fi

®  Connections  New Connection  Sign out

Friendly name

Server name or |IP Address

Database name

Authentication _ -
Windows Authentication v

. ‘
Create

If SQL login is used on SQL Server level, choose Username and password, and add the SQL login
as username and its password to the Password field. These are the same credentials that were used
when connecting to the database for the first time after installation.
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Signed in Jari.Loiri@csihelsinki.fi

®  Connections New Connection Sign out

Friendly name

Server name or IP Address

Database name

Authentication

Username and password v
Username
EASINDD —_—

-

3. In the CSI software, make sure that at least the Power User has Azure AD account added to their
information.

General Insider Info

General Information

First Name Taina Business Unit B HELSIN

Last Name Malmivirta Manager 2

E-mail Job Title -
Phone 1 Initials

Security Information

Domain Logon Name User Type Power User -
Azure AD User Name [ taina. malmivirta @csihelsinki. fi ] Employee Role -
Username taina

Invoicing Information

Hour price - Cost Price 0,00 -
Reporting Information

Skill S| Cost Center =

Budget Group

4. In the System parameters (Integration > Microsoft Integration) enable Use Azure AD for Login.
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=] System = O X

System
Modify 'System’ level parameters

Show Defined Parameters Enter text to search...

T EAGIENGT TICCy T AU = .
Microsoft Exchange integration parameters bl | | Parameter

»  Use Azure AD for Login

It

[ valid value Source of Valid Value
O System

CSI Services
CSI Services parameters

Romeo Integration
Company level parameters for Romeo legal
aid service

; Outgoing SMTP Mail Settings
* Email server details for sending emaiils

: CSI Mobile and CSI MyDesk paramet...
Parameters for the CSI Mobile and CSI
MyDesk applications

- Mircosoft Integration
Microsoft integration settings |

Critical Task Parameters
Critical task management parameters

L4 |

oK Cancel

5. Restart the CSI software and login with the Azure account

ﬁ- Select Your Database — b 4

Select Your Database
Select the database to be used by the system.

Sign In Azure Jari.Loiri@csihelsinki. f... |

Database

Hi
Fl
+
|

| Show all defined databases

Ok Cancel
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Other users can add the database connection clicking the + button...

ﬁ.- Select Your Database

Select Your Database
Select the database to be used by the system.

Diatabaze - R = |
0K Cancel
...and on Cloud Connections tab Get Azure Databases
| Database Connection X

Database Connection

Create a connection to a database.

Local Connection

Get Azure Databases

QK

Cancel
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