®

Lawyer

Version 11.0

GUIDE FOR USER RIGHTS

User Type Based Rights
Navigation Permissions
Rights of Matter Responsibles
User Group Based Rights
Extending Rights of Restricted Users

July 2023

CSI HELSINKI OY

For more instructions, please contact
support@csihelsinki.zendesk.com



mailto:support@csihelsinki.zendesk.com

@H@ CSI Lawyer 11.0 — Guide for User Rights

CONTENT
1  CONTENT OF THE GUIDE ......ooiiiiiiiiiiieieieieieieieeieeieetee et eee s e ee s esse s s s s eesesn e snss e snsnsnen s nnnnrnrnrnnn 3
THE ROLE OF CSIPOWER USERS ...ttt 3
3 USER RIGH T S oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e as 3
Managing USEr MGNLS iN CSI LAWY ....oouuiiiiiiiiiie ettt ettt ettt sttt e e s bt e e e s bbb e e e s bnr e e e s nbneeesannneeas 3
4 BASIC USER RIGHTS OF DIFFERENT USER TYPES ..., 4
U ST e 4
R 101 (=T U K= ST PSP PP R UPUPPPOPT 5
POWBT USEY ... e 5
5 NAVIGATION PERMISSIONS FOR FOLDER AND ENTRY VISIBILITY ..o 5
Navigation PermMiSSIONS Of USEl tY DS .. ..o ii i 5
Refining navigation permissions according to employee roles ........cccooieiiii i 7
Parameters for expanding navigation permissions by responsibility role ............ccccccoeee i, 8
Parameters for limiting ViSibility Of @NLIES .......ccoo oo 8
6 RIGHTS OF MATTER RESPONSIBLES. ... .. 8
7 HIDING PRICING INFORMATION FROM EMPLOYEE ROLES ... 9
8 SETTING USER GROUP BASED RIGHTS ... e e e e e e e e s 9
BUSINESS UNIL IEVE] PArAMELETS. ...ttt ettt ettt e e a bt e e et e e e e anbae e e e annns 10
SYSEEM EVE] PATAMELETS .....eiiiiiieie ittt e et et e e e et bt e e e st et e e e aabb e e e e abbeeeeabbeeeesbneeaeaaes 13
PErMISSIONS DULTON ....eiiiitiie ettt e e e et e e e b bt e e e aabe e e e e aabe e e e e anbeeeeeanreas 13
9  EXTENDING USERS RIGHTS .o s 14
Extending rightS Of NOIMaAl USEIS ... ... s 14
Extending rights Of re@SIICIEU USEIS ... s 16

www.csihelsinki.fi

More instructions
support@csihelsinki.zendesk.com



mailto:support@csihelsinki.zendesk.com

@H@ CSI Lawyer 11.0 — Guide for User Rights

1 CONTENT OF THE GUIDE

This document covers instructions for defining user rights to the CSI Lawyer software by utilizing user types,
employee roles, navigation permissions, user groups, and a variety of parameters at different levels.

If — based on this document - you cannot find a way to set up the desired user rights, please contact the CSI
support support@csihelsinki.zendesk.com or 010 322 7880 to check if we can provide a solution.

2 THE ROLE OF CSI POWER USERS

The most important customer contact towards CSl is the power user who knows the company’s policies and
processes and has a good understanding about the functionality of CSI Lawyer. There must be at least one
power user in the company, but there can also be several ones. The power user supports other users in the
use of the system and clarifies problematic situations in collaboration with CSI’s customer support.

CSI sends to the known power users information about e.g., new software versions, based on which the power
user can evaluate with CSI which of the new functionalities the company should activate. NOTE! CSI does not
get the information about the company’s power users automatically. Thus, the company needs to ensure that
CSI has an updated list of the company’s power users who should receive CSI’s e-mails concerning e.g. new
version updates.

The power user has full access rights to CSI Lawyer, and a significant part of the power user’s role is to
manage the CSI Lawyer settings. The Settings button is enabled and displayed for power users only.

3 USER RIGHTS

Managing user rights in CSI Lawyer

The rights of the users to navigate in the system and to add, edit, or view different information are defined
based on the rights tied to the user type, employee role and user groups of the user.

1. User type (user, restricted user, power user) defines the basic scope of the user rights and
functionality available for users.

2. Employee roles enable defining more precise navigation rights of users, which means that task areas,
folders, and subfolders can be hidden from a specific employee role. For that, normal users can be
grouped, for example, into partners, lawyers and assisting lawyers. Then you can, for example, hide
the entire financial management area from lawyers and both the financial management and customer
areas from assisting lawyers.

3. Auser can be added to one or more user groups and be given additional or restricted rights based on
the user group.

4. The power user manages user rights for the user type, employee role, and user groups in the settings.
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4 BASIC USER RIGHTS OF DIFFERENT USER TYPES

The user type defined for the user acts as a base for the rights the user has in the software.
When creating new users in the Settings (> Organization > Users) the power user defines them a user type.
Based on this type, the user gets either full, normal, or restricted user rights to the software functionality.
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When a new user is created in the system, the type is by default "User” with normal user rights. If the user is
e.g., an intern, the user type is often "Restricted User”, having more narrow user rights and navigation
permissions than a normal user. Since the power user has full rights to the system, the amount of power users
should be limited to minimize risks.

User

A user has by default access to all other task areas of the system except the Settings. However, a user’s rights
to add, edit and view the information of the system are more limited than those of a power user.

A user has rights to e.g.:
o see all matters — except insider matters where the user doesn’t belong to the insider group
e add transactions, expenses, working hours, and activities
e create new matter requests or matters

e approve preliminary invoices or create invoices of matters, where the user has some role with
responsibility

e see the reports in the system
e see the Dashboard charts regarding their own work if such Dashboards are in use

e edit their own user-based settings by e.g. defining default views

Matters, unnecessary folders, and reports can be hidden from a normal user with navigation permissions and
user groups.
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Restricted user

A restricted user has very limited user rights that are suitable for e.g., part-time employees. By default, only the
Workplace area and the Transactions, Activities and Reminders folders there are displayed to a restricted
user.

e Restricted users can add transactions to matters where they have been added as a team member or
have a role with a responsibility.

e The Activities folder of restricted users displays activities which are assigned to them. They can update
the information of an activity, mark it as completed or convert activities to billable transactions.

o |f the visibility of matters is enabled to a restricted user through a user group, they also get limited
rights to update the matter information and view the information of customers attached to the matters.

Power user
At least one user, but preferably a few of them are defined as power users to manage the use of the system.
Besides the software’s usage, the power users are responsible for maintaining user information and user
rights.
A power user:

e sees all the information saved in the system

e maintains all necessary information of the business unit, the user register and user rights

¢ manages different classifications and templates

¢ defines the use of the system with parameters

o defines the reports and dashboards to be displayed for users

e updates new versions of CSI Lawyer and activates separate system modules.

5 NAVIGATION PERMISSIONS FOR FOLDER AND ENTRY VISIBILITY

Navigation Permissions enable defining the folder structure to be displayed to different user types. Navigation
permissions are defined in the settings (> Settings > User settings > Navigation permissions). To simplify the
use of the system, you can even hide an entire task area or unnecessary folders and/or subfolders.

Navigation permissions of user types

Different user types (power user, user, restricted user) have certain default navigation permissions set in the
system:
e arestricted user only sees the Workplace area and its Transactions, Activities and Reminders folders
e anormal user sees all task areas and folders except the Settings
e apower user sees every folder in the system, including the Settings.

However, it is also possible to define a group of power users from whom the settings are hidden. Other areas
and folders can be hidden from any user type.

If you wish, you can change the navigation permissions of any user type e.g. by hiding the financial
management area from normal users. To define a new set of navigation permission, choose the New button. If
there already are navigation permissions defined, you can edit them by double-clicking on the row. Areas,
folders, and subfolders are thus listed, and you can select to display or hide them by clicking the box.
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Customize the navigabon permissions for the selected user type
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When you select a task area (e.g., Workplace) all its folders and subfolders will also be checked. Individual
folders/subfolders can then be unchecked manually.

The choices made will affect how the tree structure in CSI Lawyer’s main window is displayed for users having
that specific user type.

Subfolders displayed in different windows can be hidden by selecting the name of the window in the Primary
list of navigation permissions. For example, if you select “Matters” you will see a list of all subfolders of the
Matter window displayed in the Sub lists column from where you can hide unnecessary folders by unchecking
the check boxes.
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Refining navigation permissions according to employee roles

If employee roles are activated to specify the type of users (Settings > User Settings > Employee Roles),
normal users can further be divided to e.g. partners, responsible lawyers and assisting lawyers, and different
folder structures created based on the user’'s employee role. E.g. all navigation permissions for a User can be
retained for partners, but access to Financial Management’s assets and payments disabled from responsible
lawyers, and only a very limited access to the Financial Management folders granted for an assisting lawyer.

To set navigation permissions, select the New button and then define a combination of the user type and the
employee role to have specific permissions.

MNavigation Permissions

Customize the navigation permissions for the selected user type

User Type User

Employee Role |iAssisting lawyer

NOTE! When defining navigation permissions, remember that they only hide specific folders from users with a
specific user type and employee role, but they do not necessarily prevent the user from seeing the information
which may be visible through some other folder, or through the links in the system.

Also note that once the navigation permissions have been saved, the combination with the user type and
employee role cannot be changed for those specific navigation permissions.
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Parameters for expanding navigation permissions by responsibility role

In the system and business unit parameters (Settings > Application Parameters > System Parameters / My
Business Unit Parameters) there are two parameters that affect the navigation permissions, aka the folders
that are visible for users. If a user belongs to a group for which some folders have been hidden in the matter or
customer window, these parameters exceed the navigation permissions as follows:

e Show all customer sublists for the customer responsible: All folders in the customer windows will
be visible for the customer responsible.

e Show all matter sublists for responsible persons: All folders in the matter window will be visible for
the matters owner, responsible, invoicing contact, and assistant as well as for the principals’ customer

responsible.

o . “ Parameter Value (Business Unit)
Mavigation Security Parameters -
Define list navigation security parameters »  Show all customer sublists for the customer responsible

Show all matter sublists for responsible persons

Parameters for limiting visibility of entries

In the business unit parameters (Settings > Application Parameters > My Business Unit Parameters) there are
two parameters that define if users can see other users’ entries in the system. By selecting a user group to
these parameters, you can define users belonging to that user group to see their own entries only in the main
window and/or subfolders.

- . ) P —_— -
Entry Security Parameters Parameter value (Business Unit)
Define security parameters for entries Show own entries only in main window for user group

+  Show own entries only in subfolders for user group - X

When a user is a member of a user group set to these parameters, the user will only be able to view their own
entries and the “My” filter in the transaction folders will be locked.

NOTE! If a user is set as customer responsible the user will see the transactions of other users through the
transaction folder of that specific customer. In case a user is a matter owner, responsible, invoicing contact,
assistant, or team member, the user will see all transactions for that specific matter in the matter’s transaction
folder.

6 RIGHTS OF MATTER RESPONSIBLES

By default, every user has the right to edit only their own entries in the system. Users that have a responsibility
role in a matter also have the right to edit the matter information and entries.

o The Owner of the matter is typically a partner, who is responsible for the overall success of the matter.
Owners can also have an operational role in the matter.

e The Responsible is a lawyer who practically is responsible for carrying out tasks associated with the
matter.

e The Assistant is a user, for example an assisting lawyer, to whom you also want to give rights to edit
the matter information. By default, the assistant does not have right to edit user rights related to the
matter (add/remove team members, specify a user group getting permission to the matter, close an
insider matter or edit insider matters or matter requests). If you want the matter assistants to have the

www.csihelsinki.fi

More instructions
support@csihelsinki.zendesk.com



mailto:support@csihelsinki.zendesk.com

@H ® CSI Lawyer 11.0 — Guide for User Rights

right to manage user rights of the matter, you can activate the “The assistant can make changes in
the matter’s user rights” parameter in the business unit parameters.

e The Invoicing Contact is the user that the customer can contact if having any questions regarding the
invoicing. The invoicing contact’s name is displayed on invoices.

Thus, to each matter you can define four normal users that have rights to edit all entries registered on the
matter as well as the matter information.

7 HIDING PRICING INFORMATION FROM EMPLOYEE ROLES

Price information of transactions can be hidden from specific employee roles in the Settings (> User Settings >
Employee Roles) by checking the “Hide Transaction’s Price Information” checkbox and selecting OK. Once
done, users with that employee role won’t be able to see transaction price information in the Transaction or
Matter window.

( Employee Role X

Employee Role

Change information of the employee role.

Value | Assistant |
Hour price [ 160,00 -
Description | |
Active [«

Hide Transactions' Price Information [ |

8 SETTING USER GROUP BASED RIGHTS

User groups can be defined e.g. based on different roles within the company. In the user information (Settings
> Users) which you find the User Group folder, you can define to which user groups a user belongs. A user
can belong to multiple user groups or even all of them.
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Business unit level parameters

In the business unit parameters, the following user group based parameters are available to manage user
rights.

Transaction parameters

Business Unit

Modify 'Business Unit' level parameters

- Transaction Parameters Farameter
Transaction management parameters b Only the author can change worked hours
T Transaction VAT base selectable
A Expense Allow foreign currency
Open transactions can be reviewed
Expense Parameters

Expense management parameters Default transaction type

Warning for exceeding price limit
Transaction duration step
2 Invoicin
Inveicing Minimum billable (h) of transaction

Pricing Allow hour price editing only to a user group

Dricimn naramatare

Only the author can change worked hours: Activate this parameter to ensure that only the author of the
transaction (and power users) is allowed to change the worked hours.

Allow hour price editing only to a user group: Only users that belong to this user group are allowed to edit
the transaction price in the Hour Price field. However, the four responsible persons for the matter as well as

power users are always allowed to edit the hour price. This parameter is also available at the system level.

Expense parameters

" Expense Parameters b Allow foreign currency
Expense management parameters Allow adding expenses from the matter list

Allow adding expenses only for user group

Allow adding expenses only for user group: Only power users and users that belong to the user group are
allowed to add, edit, and delete expenses from the software.

Preliminary invoice

. . ) F  Approver
. Preliminary Invoice
Preliminary invoice process parameters Alert for missing VAT ID
Allow transaction deletion
Invoicing Allow the same reviewer more than once

General invoidng parameters Rights to approve preliminary invoices

Rights to approve preliminary invoices: Only power users and members of the user group are allowed to
approve preliminary invoices.
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Customer identification

Identification not required

Customer Identification
Customer identification related parameters Limited identification in use

¢ Resfrict identification to user group x
Customer Specific Matter Numbers Transaction alert type
n.lﬂ;_tu:-mer .SDE-:Iﬁ-: matter numbering Preliminary invoice alert type
parameters

Invoice alert type
Customer Security Advance invoice alert type

Parameters for general customer settings
Activation date

Restrict identification to user group x: The rights for customer identification are controlled in different ways
based on the situation and the function. No rights are controlled when a new customer identification is created
automatically in the process of opening a matter / adding a party that needs to be identified.

User groups having rights to different identification functions are listed below:
e Right to start an identification manually through the Check identification function: Power users,

matter responsible users and users belonging to the defined user group.

e Right to add/edit information in an existing identification: Power users, the identification
responsible and the user belonging to the defined user group. The customer responsible is
automatically the responsible person for the identification.

¢ Right to use the ‘Attach to Existing Identification” function: Power users, the identification
responsible person and the user belonging to the defined user group. The customer responsible is
automatically the responsible person for the identification.

¢ Right to use the ‘Mark as Reviewed’ function: Power users, the matters responsible users and
members of the defined user group.

Customer security

Customer Security b Allowed corporate customer responsible persons

Parameters for general customer settings
e - - - Allow editing only for user group X

Allowed corporate customer responsible persons: Only users belonging to the defined user group can be
set as customer responsible for corporate customers. The parameter doesn'’t affect private persons.

Allow editing only for user group x: Only power users and users belonging to the defined user group can
edit customer information. It doesn’t matter which business unit the customer belongs to since the user group
members are checked from the user information.
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Matter security

Matter Security b Group to open billable matters
:?;Eillat;neters for matter security and access Group to open internal matters

Group to re-open dosed matters

Closing M_atter he assistant can make changes in the matter's user rights
Matter closing parameters
Allowed matter owners

Allowed matter responsible persons
Insider Register
Parameters for insider user group and
default reasons Allowed matter assistants

Allowed matter invoicing contacts

Allow editing only for user group X

Extended rights (matter and preliminary invoice)

Group to open billable matters: Only power users and users belonging to the defined user group can open
new billable matters. If the parameter ‘Allow editing only for user group X’ is in use, the same user group needs
to be defined here.

Group to open internal matters: Only power users and users belonging to the defined user group can open
new internal matters.

Group to re-open closed matters: Only power users and users belonging to the defined user group can re-
open closed matters.

Allowed matter owners/responsible persons/invoicing contacts/assistants: Only users belonging to the
defined user group can be selected to the chosen responsibility role on the matter.

Allow editing only for user group x: Only power users, matter responsible users and users belonging to the
defined user group are allowed to edit matter information. It doesn’t matter which business unit the matter
belongs to, since the user group member information is defined on the user level. If the parameter ‘Group to
open billable matters’ is in use, the user needs to be a member of both user groups. If the parameter is
undefined, all users can open new billable matters.

The right to edit matters applies also to internal matters. Users with the right to edit matters can edit most of
the matter information. However, only power users and matter responsibles can change the responsibility
persons (owner, responsible, invoicing contact, and assistant) for the matter.

Extended rights (matter and preliminary invoice): Users belonging to the defined user group get the right to
edit matters and preliminary invoices even when they are not in a responsibility role on the matter nor power
users. Usually, financial management assistants are members of this user group. To find out more about the
rights that the parameter provides, see the table that explains the extended rights later on in this document.
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System level parameters

User interface options

User Interface Options Excel export mode

User interface parameters i Active favorite expiration in days
Window ribbon size

Mandatory Fields Excel t allowed only For

Mandataory fields for customer. matter and - iR EA e i

Excel export allowed only for user group: To restrict all users of being able to export for example customer
information to excel, you can define a user group to this parameter after which only the members of the group,
and power users, are allowed to export views to excel.

Power user rights

Power User Rights b Limit settings access to power users in group
Parameters for Power User rights

Limit settings access to power users in group: If you need to give power user rights to a group of users but
do not want them to be able to access the settings, you can create a new user group for those users and
define the user group here.

Mailing lists
Mailing Lists b Allow a user group to delete members

Add access rights for mailing lists.

Allow a user
group to delete members: Here you can define a user group that are allowed to delete members from mailing
lists regardless of what user has added the members to the list. Power users are allowed to delete members
from mailing lists.

Permissions button

The Permissions button, available on the ribbon of matters, mailing lists and in the settings for _
reports, views, dashboards, and charts, enables setting user rights by user groups. Parmissions

Matters

By selecting a matter and clicking on the Permission button, you can define which user groups should have
access to the matter. In addition to the members of the user group, the power users, users with the
responsibility role in the matter (owner, responsible, invoicing contact, assistant) and team members of the
matter have access to the matter.

NOTE! For insider matters, there’s a separate function to restrict their visibility.

www.csihelsinki.fi

More instructions
support@csihelsinki.zendesk.com



mailto:support@csihelsinki.zendesk.com

@H@ CSI Lawyer 11.0 — Guide for User Rights

Reports, views, dashboards, and charts

The Permissions button enables you to define which user groups should get access to views, reports,
dashboards, and their charts. Power users always have access to all of them.

With the Quick Selection -button, that can be found in the Views and Reports folder in the Settings &
area, you can set reports and views as quick selections for a user group. Once done, the selected Quick
reports and views will be available for the user group members by clicking the buttons in the top bar.  sslaction

NOTE! The user needs to have access to the Reporting area to be able to open it through quick selection.
However, if the user only has access to the Quick Reports-folder in the reporting area and a financial report
has been set as a quick selection report, the user can access the financial report through the quick selection
even if the user hasn’t access to the Financial Reports-folder. This function can therefore be used if a user
group should not be able to see all financial reports but should have access to one of the reports.

In case a user has no access rights to the report or view in question, the user gets a notification when trying to
open it. If a report or view is unpublished or deleted, the software will inform the user and ask if the view/report
should be removed from the quick selections as well.

Mailing lists

The Permissions button can also be used to restrict access to different mailing lists, located in the Customers
task area. By default, mailing lists appear to all users, but when a user group to have access to an individual
mailing list is defined, the mailing list only appears to power users and members of the selected user group.

9 EXTENDING USERS RIGHTS

Extending rights of normal users

The Extended rights (matter and preliminary invoice) parameter, found in the business unit parameters, allows
to extend rights of normal users without changing their user type to power user or giving the user a
responsibility role on a matter.

Usually the users belonging to the financial team are added as members of the user group that has extended
rights, since they need to be able to manage registrations of all users as well as to create preliminary invoices
from all matters.

NOTE! Even though a user belongs to a user group with extended rights, the rights will not apply if a user
group is set in the Matter Security parameters and the user doesn’t belong to the user group. For example, a
user with extended rights cannot open new billable matters if this function has been restricted to a certain user
group that the user with the extended rights does not belong to.

The extended rights are described in the table below.
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NORMAL USER USER WITH EXTENDED RIGHTS

Can see all matters.

Can edit all matter information when in a responsibility
role. Can edit matter information, except for the
responsibility roles, if not in a responsibility role.

Can edit all matter information, ever the responsibility
roles, for all matters visible for the user.

Can open a new matter and define him/herself or other users to the matter responsibility roles.

Can open an internal matter.

Cannot mark a matter as insider.
Sees the insider matter that he/she is a team member in
but cannot add user to the insider register.

Can mark a matter as insider, even when not being in a
responsible role and can remove a matter from insider.

Sees the insider matters where he/she is a team member
in. Can add users to the insider register but not delete
them.

Can set permissions for matters where in a responsible
role.

Can set permissions for matters, even for matter where
not in a responsible role.

Can add and delete notes from matters.

Can add transactions to matters.

Can copy or move only own transactions.

Can copy or move all users’ transactions from matters.

Can only mark own transactions as non-billable/billable.

Can mark all users’ transactions as non-billable/billable.

Cannot edit multiple transactions.

Can edit multiple transactions, also transactions that are
created by another user.

Can add expenses. Can mark own expenses as non-
billable/billable and copy or move them.

Can add expenses, copy, and move them from one matter
to another and mark them as non-billable/billable, even if
the expenses are created by other users.

Can set and edit the phase for own transactions and
expenses.

Can set and edit a phase for transactions and expenses
also for other users’ entries.

Can create a preliminary invoice for matters where the
user is either owner or responsible. And preview the
preliminary invoice.

Can create preliminary invoices from all matters, even
though the user isn’t in a responsible role.

Cannot skip other users review turn on preliminary
invoices.

Can skip other users review turn on preliminary invoices.

Can approve preliminary invoices only when last to review
the preliminary invoice.

Can approve all preliminary invoices.

Can reject preliminary invoices for matters where in a
responsible role.

Can reject all preliminary invoices.

Can preview preliminary invoices, even for matters that the user has no responsibility role in.

Can mark matters as non-billable/billable if in a
responsibility role on the matter.

Can mark matters as non-billable/billable even if the user
hasn’t a responsibility role in the matter.

Can, in the workplace area, mark transactions or expenses as reviewed and restore them as unreviewed.

Can’t delete transactions/expenses from matters where
not in a responsibility role.

Can delete transactions/expenses from matters even if the
user isn’t in a responsibility role.

Can delete a work time entry even though the user isn’t in any responsibility role on the matter.

Can’t edit the review steps for a preliminary invoice.

Can add and edit a preliminary invoice review steps if the
matter is under the business unit that the user has
extended rights for.
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Extending rights of restricted users

Although the user rights of restricted users are very limited by default, a power user can broaden them in the
system or business unit parameters. The restricted user can be granted the right to create and edit customers
and matters as well as to manage documents.

System

Modify 'System' level parameters

Restricted User Permissions
Extended rights for the restricted user » Create customers

Edit customers
Navigation Security Parameters Create matters
DENE S L Edit matters

)enne iis géc 1 SeCL parameters

Manage documents

If all the available parameters are activated and the restricted user has access to all folders in the Workplace
area, the user can:

Create new customers and edit information of existing customers

Edit matters where the user has a responsibility role

Register transactions and expenses for these matters and edit all the entry data except pricing
Create new matters but only set their responsibility roles to themselves (not to other users)

Register for themselves activities linked to the matter

NOTE! Even though a restricted user has been given wider rights with these parameters, all parameters
defining user group specific rights will exceed them. For example, if a restricted user has been given the right
to create matters but in the ‘Group to open billable matters’ parameter there is a user group defined, the
restricted user cannot create new matters without being a member of that user group.
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